
Dear international students
Be careful with a sales pitch claiming to make an easy money!
Some international students unintentionally assist in crimes after having
been offered "a job to make an easy money". Pay attention to the following
cases in order to avoid getting involved in criminal conducts.  

Selling or giving away your bank accouts and cell phones. 
Buying bank accounts and cell phones not belonging to you. 

Receiving a package sent to others and
reshipping it to the instructed place

Withdrawing money using
a cash card not under your name

"I didn't know that" won't get you nowhere!
Follow rules, be careful not to be involved in criminal
acts and enjoy yourself living and studying in Japan.     

Stay on alert for phishing e-mails!!
There are increasing cases involving malicious e-mails and
short messages in an attempt to guide you to phishing websites
where you are asked to enter your personal information such as
your residential address and credit card number.
Those mails are often disguised as credit card companies or
financial institutions.   
Don't access to the link address appeared on phishing
e-mails/short messages and never enter your personal information.   

Case①  Selling, buying or giving away bank
accounts and cell phones 　

Case②  Unlawfull package
forwarding Case③ Unlawful money

withdrawing
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